Hacktivismo: ¢,La lucha por la libertad de
expresion en internet o un proyecto de los
gobiernos para regularla?
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¢Que es? PANDA

Hacktivismo (acronimo de hacker y activismo): Se entiende
normalmente como la utilizacion no-violenta de herramientas
digitales ilegales o legalmente ambiguas persiguiendo fines
politicos. Estas herramientas incluyen desfiguraciones de webs,
redirecciones, ataques de denegacion de servicio, robo de
informacion, parodias, sustituciones virtuales, sabotajes virtuales y
desarrollo de software para estos fines.

Las actividades hacktivistas se extienden a variadas ideas y
causas politicas con cuestiones de libertad de expresion,
derechos humanos y privacidad en una era de creciente
vigilancia tecnoldgica, de utilizacion de propaganda a gran escala
y de control de la mentalidad por parte de gobiernos y
corporaciones (donde es llamada publicidad).
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WHAT IS THE PLAN?

The Plan fights for Freedom of Speech
government transparency and to pron
personal growin!

ANonny Mouse
Anon Apprentice

F

Posts: 251
Join date; 2011-07-12
Location: /fal, mosthy *_#

PRINCIPLE #2
GOVERNMENT
TRANSPARENCY

For more information, please refer to the currently released videos. I AN
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What is Anonymous? What is "The Plan"?
by WhatlsThePlan

How to Be Ahonymous

I'm new, what should | do?
Hello, and congratulations on deciding to fight the good fight! Before you carry out the goals of Anonymous, however, you must first truly
understand what they are. Mever mind what you thought you knew about the group, here is the best-recommended reading on this site:

Essential Reading [in order of importance]:

What is the Plan? — Learn who Anonymous is, and what our plan is.

The History of Anonymous — Everything you ever need to know about Anonymous' past.

Aftitude and Respect Guidelines — Become acquainted with the rules of the website.

The Anonymous Meta-Agreement — A document that many users have signed, agreeing to the most basic ideas of Anonymous

oL pa

Fecommended Reading [to help answer some guestions on terminology, etcl

[list=1]*l4nonymous Hivernind 101 — The Virual Tribe hitpJfwww whatis-theplan.orgtl77-anonymous-hivemind-101-the-virtual-tribe
[Flanonymous Hivemnind 102 — Crafting Virtual Tribes hitpwwwiwhatis-theplan.orgf968-anonymous-hivemind-102-crafing-virtual-trine s

Sugagested Reading [to help you become an Anonl

1. How To Be Anonymous Online (Safety 12P. and IRC) — A guide to being safer online.
2. How To Be Anonymous Offline (ProtestiRiot Police, Mask Laws, Cell Phones)— Aguide to being safer on the street.
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Se comunican! AnonOps Communications

We are fighters for internet freedom. This site is only dedicated to reporting news about Anonymous.

IRC Servers: Home ALBUM

Domain Mame :
sobriguet.anon ' " THIS 1S ANONYMOUS

Disguised Member of Hacktivist Group "Anonymous" What A= WEC IR
Defends Retaliatory Action Against BART ;

On Monday, officials with the Bay Area Rapid Transit (BART) were
forced to close four train stations during the evening rush hour as
free speech advocates attempted to disrupt the evening commute.
The protest was called by the actiist hacker group, Anonymous, in
retaliation for BART s decision to shut down cell phone and mobile-
Internet service at four stations last week in an effort to disrupt a
protest over the shooting of a homeless man. As part of its > o)) O00:00/13:55 +
self-described "OpBart” campaign, Anonymous hacked into the
BART website, myBart_org, and leaked the names, phone numbers
and passwords of train passengers. We're joined by a disguised
Anonymous member who took part in "OpBart,” speaking under the
pseudonym X" "We gave them a taste of their own medicine,” X
says. ... "We're information activists just trying to make our world
freer and a little better,” says X. On the question about the FBI investigation over the hack, X says,

SDbI‘E ]_ﬂ_ OP FaCEbOUk don't want to get caught ... | am literally running from coffee house to coffee house, from city to city,

FR A ORI By e e o from state to state to try to avoid this massive, multi-million dollar manhunt they have put out for
b Ll e Anonymous. ... What have we done, Amy? Point to one thing where we've hurt a human being ..
BART kills it's innocent people. ... How dare they do this in the United States of America?”
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Jobs in Africa, Europe, and

be.com Ads by Google|

AnonOps
anonops

Disguised Member of Hacktivist Group
"#Anonymous” Defends Retaliatory Action Against
#BART > http://t.cofsSVEdXV // #0pBART
#Anonops

3 howrs ago - reply * retwest * favorite

LIVE" L \B Lo
v ’ . AT IR This is a meassage from #Anonymous to the Bay
" \ . " Pt TR Area Rapid Transit Systemn (BART) >> http://t.co
A Lol g I ¥ } JcGwiXeee [// #0pBART #anonops
) . €y 3 1 ﬁ . 3 yesterday  rephy + retwest - favorite
5 3 ~ " | i i
Ya desde hace un tlEml]D venimos € (= ' This is a meassage from #Anonymous to the Bay

Area Rapid Transit System (BART) == http://t.co

aniquilar facebook el 5 de noviemb \ /cGwiX6ee /| #0pBART #anonops
- k yesterday * reply + retwest + favorite
recaordarles gue anonymous no s ur \
0=

Bl - AN | A PRESS RELEASE FROM #OPBRITAIN ==
por lo tanto las numerosas iniciativas ., http://t.co/WB8zez0 #Anonops #Anonymous




¢ El Ataque?, ¢ Con quée? PANDA

g5 Low Orbit Ion Cannon | U dun goofed | v. 1.1.1.25 =HACE X

Port Channel
@ Manual Mode (Do it yourself) i IRC Mode (HiveMind}) G667 #loic

— ol L

Aﬁonymous - Nueva herramienta Ddos #RefRef

Anonymous desarrolla nueva herramienta llamada #RefRef
para atacar

Anonymous podria reemplazar proximamente el Low Orbit lon Cannon (LOIC), su herramienta para realizar ataques de
denegacion de senicio (DDoS).

1! dun goofed

#RefRef El conocimiento es poder, el poder es nuestro.
#RefRef aprovecha vulnerabilidades SQLi para realizar ataques DoS.
AnonCps, AnonSpain, AnonHispano, AnonWiki!

Anonymous DDOS Tool!

github. com/MewEraCracker/LOIC




RefRef — Test de Stress PANDA




AGENDA HACKTIVISMO PANDA

<Z ¢ Es delito?




@

L

May 7th: "X Factor"

Despite adopting a gentlemanly character from the popular Rage Comics as their
mascot, incorporating the Nyan Cat mame into thelr exploits, and claiming a
motive of "doing it for the lulz,"” the Lulz Security hacker collective has no

allegiance to Anonymous.

Tha Target: Upeoming US verslon of talent and varlety
show The X Factor.

The Damage: LulzSec published the names, birthdates, phone

numbers, and emall addresses of an sstimated 250,000
contsatants.

om

May 10: Fox.com

Tha Target: Fox.com

The Damage: Fox.com’s internal site conflguration was
revealed, along with & database of 407 sales contacts
including thelr names, emall addresses, passwords, and
other senitive data.

May 15th: UK ATMs

The Target: UE ATM Database

The "Damage”; Lulzfec puklished & database of J1F34 ATMa In
the UK, including their ID #s, the companies that owned
them, thelr locations, the machine type, and how much each
chargea.

Sony

May 23rd: Sony Music Japan

Ths Target: Sony Music Japan

The Damage: A small and unimportant snippet of Sony
Japan's internal data was published.

May 30th: PBS

The Targst: PES

The Damage: Main sits defaced with Nyan Oat, falss articles
about Tupac still being alive published to look liks PHS,
entire DINE map and server conflguartion revealed, and
databasss of stafferas, authors, and pressroom leakied,

any Fredi
Factions of Anonymous begin to attack LulzSec-related sites, 4
" T antion
—-— & mim
[l
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June 2nd: "Sownage"

SONY(, BMG

LulzSec begins naming their operations and issuing press
relsases.

The Target: SonyPlcturss International and Sony BMG

The Damage: LulzSsc published user databases for various
promotions and properties including AutoTrader, Bestles
Beauty, Del Boca Vista Sweepstalces, and private partner
and admin data.

M AS ol ey

June 3rd: "Fuck FBI Friday"

gt The Target: FEL Affiliates Infraguard and Unvelllance,
& ﬂﬂﬂ;‘; Also Nintendo for some reason.

The Damage: The emalls addresses, user names, and
passwords of 180 cllents of FEI accredited security firm
Infragaard ware comprimised, in addition to the name and

The Target: Sony Computer Entertainment Developer

3 home address of Tnvelllancs CEQ Karim Hijazl, and
".-:';";','r'l ¥ webserver configuration data for Nintendo.com. 3 Iy
June 6th: "Sownage Part 2"
SONY

< Hatwork it o
{ } The Damage: Scedev.net source code and Sony BMG internel
» natworlk map published,
GRMPTER
dJune 10th: Pron.com tore.

The Targel: Reglatered users of pornography alte Pron.com e

The Damage: Over 26,000 emall addresses and passwords
wors leaked, including these belonging to a handful of
government and military personnel.

Titanic Takeover Tuesday

The Target: Ths Unitsd States Senats. Also video fame
company Bothesds Softworks

The “Dumage”: LulzSer published so-called “internal data™
frem a webssrver used cnly for PUBLIC USE. Although the
act garnered much press attention, nothing of any value
was comprimised.

June 1l4th: Various DDoS Attacks

The Targets: EVE Online, Leagos Of Legends, The Escaplat,
and Minsoraft sarvers.

The Damage: Lots of §amars ware unable to play thelr

favorits games.

June 15th: Hack Request Line Open
The Targets: Lulzec bagins taking requests. !r'm-'y.ﬂ.lc\-n.i 7
OLA.fov DDoSad Yaer Aeaie

Lulz8eoc opanly mooks dohan.

Eme statement, the group "Colombian.

E WITH YOUR FRIENDS ON FACEBOOK/TWITTER/FORUNS

nymous Hackers reveal personal data of Colombian police
he Hacker Hews -~
ehackernews.com/2011/07/colombian—-anonymous-hackers—
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¢, Regular Internet? PANDA

C No mas Blackberry Messenger en Londres
r 10-AGO-2011 / 22:08 / 1986 visitas 7 Comentarios » ver

Blackberry bloqueo BBM y en consecuencia sufrié un ataque de hackers

31

3 Tweet

161

B Like

e-mail

H compartir

pé Manifestante utiliza smartphone para inmortalizar el momento

20
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Secretaria de Comunicaciin Piblica

Jefatura de Gabinete de Ministros Sala de Prensa

Presidencia de la Nacion |

15 de Aposto de 20011 11:18 (GMT -:

- PANDA

Usuaria
ACREDITESE
Contrasena

n : ‘ Compartir | § Enviar por mail :_.._lmprimir I

JGM - 02 DE AGOSTO

Crean programa de ciberseguridad

La Jefatura de Gabinete cred el Programa Nacional de Ciberseguridad, al advertir que
la seeuridad de la infraestructura digital se encuentra expuesta a constantes
amenadzas que, en caso de materializarse, pueden ocasionar graves incidentes en los

sistemas de informacion y comunicaciones.

La Jefatura de Gabinete de Ministros, por Resolucion 580/2011 publicada hoy en el Boletin Oficial,
cred el Programa Macional de Infraestructuras Criticas de Informacidn y Ciberseguridad, que tiene
como objetivo la elaboracion de un marco regulatorio especifico que propicie la identificacion y

proteccion de las infraestructuras estratégicas.

Advierte que la seguridad de la infraestructura digital se encuentra expuesta a constantes
amenazas, que en caso de materializarse pueden ocasionar graves incidentes en los sistemas de

informacion y comunicaciones, por lo que resulta imprescindible adoptar las
garantizar el adecuado funcionamiento de las infraestructuras criticas.

medidas necesarias para

La resolucidn, que lleva la firma del Jefe de Gabinete, Anibal Fernandez, expresa que el Programa
debera elaborar y proponer normas destinadas a incrementar los esfuerzos orientados a elevar los
umbrales de seguridad en los recursos y sistemas relacionados con las tecnologias informaticas en el

ambito del Sector Publico Nacional.
Cooperativas y Camaras de proveedores de INtermet, quIenes en 63 s,huau I.Gu’é

la obligacién de circularizar entre sus asociados la presente medldé’ y Tem

\
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INTERROGANTES FINALES PANDA

El Hacktivismo tiene y tendra seguidores y detractores, pero la
obtencion de datos confidenciales de empresas y/o personas y su
posterior publicacidon es un delito informatico y una violacion de la
propiedad privada; ¢0 no?

Estos grupos poseen datos de organizaciones, gobiernos y personas
de multiples paises y potencias mundiales en su poder, ¢Quiéen sabe
gue podrian hacer con esa informacion?.

Internet ya no es solamente una herramienta de informacion, ahora es
un mundo con vida social, econdmicay politica propia, ¢podria
transformarse en un arma del siglo XXI?

El anonimato de lared ha demostrado influir en decisiones de
aparatos politicos y sociales, ¢podria servir como entidad de
reclutamiento de células terroristas?

Si los gobiernos controlaran el acceso a internet de los ciudadanos,
¢como se sentirian ustedes? ”a




CIERRE

anonymous en uruguay?
hola queria saber quienes pertenecen anonymous y que sean de uruguay

hace & dias - Quedan 2 dias para responder [ Notificar un abuso

Informacién adicional
wo para saber cuantos hay mas o menos, o laguna pag donde podamos entrar en

contacto
hace § dias

Responde a la pregunta

Muchas Gracias!!,
., Preguntas?




	Número de diapositiva 1
	Número de diapositiva 2
	Número de diapositiva 3
	Número de diapositiva 4
	Número de diapositiva 5
	Número de diapositiva 6
	Número de diapositiva 7
	Número de diapositiva 8
	Número de diapositiva 9
	Número de diapositiva 10
	Número de diapositiva 11
	Número de diapositiva 12
	Número de diapositiva 13
	Número de diapositiva 14
	Número de diapositiva 15
	Número de diapositiva 16
	Número de diapositiva 17
	Número de diapositiva 18
	Número de diapositiva 19
	Número de diapositiva 20
	Número de diapositiva 21
	Número de diapositiva 22
	Número de diapositiva 23
	Número de diapositiva 24

