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There are 175 million Americans with at least
one mobile device and they are devoting
more time to them. Minutes spent on devices:
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Preocupaciones asociadas a la seguridad
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Preocupaciones asociadas a la seguridad
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Preocupaciones asociadas a la seguridad
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Preocupaciones asociadas a la seguridad
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Preocupaciones asociadas a la gestion de los dispositivos
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GOCUMEntLIenent. 4o3Crol it left™)dcatent set

MaaS360 Ofrece una integracion completa

Contenidos seguros Colaboracion de
para Movilidad 0. %% contenidos segura

MaaS360’

Acceso seguroy
sin discontinuidad




IBM MobileFirst Protect Management Suite

Mobile Device Management

« Manage smartphones, tablets & laptops featuring iOS,
Android, Windows Phone, BlackBerry, Windows PC & OS X

« Gain complete visibility of devices, security & network

« Enforce compliance with real-time & automated actions

Mobile Application Management
» Deploy custom enterprise app catalogs
 Blacklist, whitelist & require apps

= Administer app volume purchase programs

Mobile Expense Management

« Monitor mobile data usage with real-time alerts

« Set policies to restrict or limit data & voice roaming
» Review integrated reporting and analytics
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IBM MobileFirst Protect Productivity Suite

anr ERal

= inbox(e) EI = Secure Mail

Maa$360'
Contain email text & attachments to prevent data leakage
Enforce authentication, copy/paste & forwarding restrictions

FIPS 140-2 compliant, AES-256 bit encryption for data at rest

%P
aifl i

Configure URL Filtering Settings

Secure Browser
« Enable secure access to intranet sites & web apps w/o VPN , |
» Define URL filters based on categories & whitelisted sites

Web-based Email

 Restrict cookies, downloads, copy/paste & print features

—-| Web URL Categories

Application Security

ict Data Backup to

Contain enterprise apps with a simple app wrapper or SDK

Enforce authentication & copy/paste restrictions

Prevent access from compromised devices

22
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IBM MobileFirst Protect Content Swte

Mobile Content Management

Contain documents & files to prevent data leakage b

Enforce authentication, copy/paste & view-only restrictions

Access IBM MobileFirst Protect distributed content &
repositories such as SharePoint, Box & Google Drive

3N
= R0l |
oimim

-
Bach 2 N A d =

‘ Secure Editor
JenofeEtier  [ElMERUE - Create, edit & save content in a secure, encrypted container

1. How editor works
NCe your adminsirator ha

* Collaborate on Word, Excel, PowerPoint & text files

* Change fonts & insert images, tables, shapes, links & more

Secure Document Sync
Synchronize user content across managed devices
Restrict copy/paste & opening in unmanaged apps

Store content securely, both in the cloud & on devices
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Mobile Enterprise Gateway for Browser

Enable MobileFirst Protect Secure Browser to access enterprise
intranet sites, web apps & network resources

Access seamlessly & securely without needing a VPN session on
mobile device

Mobile Enterprise Gateway for Documents

« Enhance MobileFirst Protect Content with secure access to
internal files, e.g. SharePoint & Windows File Share

* Retrieve enterprise documents without a device VPN session

Mobile Enterprise Gateway for Apps

Add per app VPN to MobileFirst Protect Application Security to
integrate behind-the-firewall data in private apps

Incorporate enterprise data without a device VPN session
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IBM MobileFirst Protect Threat Management

Combina las capacidades de monitoreo de amenzas de IBM Trusteer con controles en
tiempo real de MobileFirst Protect EMM dentro de una solucion integrada

Deteccidn, analisis y remediacion de mobile malware y dispositivos comprometidos
Remediacion automatica con reglas de cumplimiento en tiempo real

Deteccion de actualizaciones “over-the-air” para tomar acciones sobre dispositivos
rooteado o con jailbroken

50 1:19 am 1y oecemsens =

veg 4 = NSO %
~ S . > . - aTe )
< ( USERS SECURITY APPS DOCS REPORTS SETUP &
Maas~{'~4 -7-) e WiFi GPS Vibrate  SCTSER  Bluetooth
¥ - srajagopal-GT-19200 Trusteer Security Information « . U= ﬁ' ® v/ Auto
B ongoin
dvanced Device Security g2lg
v;.-{ Device Out-of-Compliance 1:18 AM
Last Risk Assessment Date/Time 10/ 14:14 157 Trusteer Configuration Update Status ER (! Device is ou ompliance per Corporate

policies for t
OS Version 4.2 -date) Malware Detected

& Fix
Connected WIi-Fi Security Level

Configure Restricted Applications by Trusteer Ratings

Suspicious System Configuration Found oth an Y ,{, Connected as a media device

Touch for other USB options

Trusteer Advanced Security Notifications Clear

Malware Detected
Remediatien Action® #

App Excoptions
corn. fiberlink. maas360_andrai
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Maa$360

Cloud Extender™
os glil_] B

Integracion de los

Sistemas ya Existentes

ana>2013 l MaaSS6O

Mobile Enterprise
0.0 Gateway™

Bl Windows Phone E Maas3 60 e n “

A A L.® LSRN ST | P v %
. ‘ . VIoDIZe Apps & Lontent
.o. - a 1
*:*BlackBerry. b on Corporate Networks

osx s
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Demostrado
Centradoen
la gestion de
movilidad
para cloud

é¢Por qué MaaS3607?

~ Exchange
/

- AD/LDAP

|
| |

Lotus

Potentes Seqguros Sin sobresaltos
caracteristicas contenedores integracioncon todo
paraadministrar  parasepararel lainfraestructurade
el ciclo de vida trabajode la suU empresa
completo de la vida privada

movilidad
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